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Date de publication 18 Juillet 2024
Risque Important
 Impact Important

Systemes affectés

Cisco Smart Software Manager

Cisco Secure Email Gateway

Cisco Secure Web Appliance

Cisco Intelligent Node Software

Cisco Identity Services Engine

Cisco RV340 and RV345 Dual WAN Gigabit VPN Routers
Cisco Webex App

Cisco Expressway Series

Identificateurs externes

CVE-2024-20296 CVE-2024-20323 CVE-2024-20395 CVE-2024-20396 CVE-2024-20400
CVE-2024-20401 CVE-2024-20416 CVE-2024-20419 CVE-2024-20429 CVE-2024-20435

Bilan de la vulnérabilité

Cisco annonce la correction de plusieurs vulnérabilités affectant certaines versions de ses produits
susmentionnés. L’exploitation de ces vulnérabilités peut  permettre a un attaquant distant
d’exécuter du code, de contourner des mesures de sécurité ou d’élever ses privileges.
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Solution

Veuillez se référer aux bulletins de sécurité de Cisco pour mettre a jours vos équipements.

Risques

e Exécution de code a distance
e Contournement de mesures de sécurité

e Elévation de privileges

Références

Bulletins de sécurité de Cisco :
e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-
priv-esc-ssti-xNO2EOGZ

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
inode-static-key-VUVCeynn

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-ise-
file-upload-krW2TxA9

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
swa-priv-esc-7uHpZsCC

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
webex-app-ZjNm8X8;j

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
cssm-auth-sLw3uhUy

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-esa-
afw-bGG2UsjH

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-
expressway-redirect-KJsFuXgj

e https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sh-
rv34x-rce-7pqFUz2e
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